RPC over HTTPs
Rpc over https will allow an outlook client to connect to the exchange server without
having to establish a vpn connection.

This paper covers the following task
Connect to the FSU exchange environment using RPC over HTTPS.

1. Configuring a new Outlook Profile
2. Configuring an existing profile.

*notes... Client must be running Outlook 2003 ver. 11.0 or greater

If you are setting up a new client profile from off campus you will need to
connect to FSU’s network through VPN to configure your outlook profile for connecting
RPC over HTTPs.

(Optional) for older versions of XP office
First, install the hotfix from this location: This is usually not necessary but I put it here
just in case.

http://www.microsoft.com/downloads/details.aspx?Familyld=8670CFF6-3D95-496E-
8DF4-13D8F38715FA&displaylang=en

Please note the Cached Exchange Mode is enabled. This is really important for reducing
traffic over the WAN. In this mode Outlook 2003 caches all mail locally and
synchronizes with Exchange 2003 only when necessary.

1. Configuring a new Profile in Outlook to connect to the FSU exchange
environment using RPC over HTTPS.

From Control Panel open Mail. Select Show Profiles.


http://www.microsoft.com/downloads/details.aspx?FamilyId=8670CFF6-3D95-496E-8DF4-13D8F38715FA&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=8670CFF6-3D95-496E-8DF4-13D8F38715FA&displaylang=en
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Select radio button “Prompt for profile to be used”

Click add to create a new profile. This profile will be used to test rpc over https thus
preserving your real profile.

General |

@ The fFollowing prafiles are set up on this compuker;

Ciutlaak, Sdrmin

[ add... ][ Remove ][ Properties ][ COpY. ..

When starting Microsaft Office Outlook, use this profile;
%) Prompt For a profile ko be used
) Always use this profile

Citlook, Adrmin

I ] [ Cancel Apply




Create a distinctive name for the Profile.
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The next screen check the radio button “Add a new e-mail account”



E-mail Accounts

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

E-mail

(%) add a new e-mail account

) Wiews or change existing e-mail accounts

Directory

) add a new directory or address book
i) Wiews or change existing directories or address books
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Choose next

Next select Radio button “Microsoft Exchange Server”



"Accolnts

Server Type
¥ou can choose the bype of server wour new e-mail account will work with,

(%} Microsoft Exchange Server

Conneck to an Exchange server ko read e-mail, access public folders, and share
documents,

I POP3
Conneck to a POP3 e-mail server to download your e-mail,
i IMAP

Conneck to an IMAP e-mail server bo download e-mail and synchronize mailbio
folders,

IHTTP

Conneck o an HTTP e-mail server such as Hokmail to download e-mail and
synchronize mailbox; Folders.

) Additional Server Types
Conneck o anokther workgroup or Srd-party mail server,
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Next use “fsu-exch-01.fsu.edu” for the Microsoft Exchange Server
Enter in your email user name. This should have been assigned to you already.



E-mail Accounts X

Exchange Server settings
‘fou can enter the required information to connect ko wour Exchange server,

Type the name of wour Microsoft Exchange Server computer. For information, see wour
syskem administrator,

Microsoft Exchange Server:  |ESI-EXCH-01 .Fsu.edu
[V Use Cached Exchange Mode

Type the name of the mailbox set up For vou by wour administrator. The mailbox name
is usually your user name,

User Mame: |Francis W. Eppes

More Settings ...

[ < Back ][ Mexk = ][ Cancel

After entering in your information select “Check Name”

Login with your email account information.

Connect to db-ex-01.fsu-ad.edu

Connecting to db-ex-01 . Fsu-ad.edu

Lser name: |ﬂ Fsul\Feppes |E|
Password: | esnaessns '

[ | remember my password

ik ] [ Zancel




E-mail Accounts A

Exchange Server Settings
‘fou can enter the required information to connect ko vour Exchange server,

Type the name af wour Microsoft Exchange Server computer. For infarmation, see your
syskem administrator,

Microsaft Exchange Server:  |ESU-ExXCH-01.Fsu.edu
V| Use Cached Exchange Mode

Type the name of the mailbox set up For you by wour administrator, The mailbox name
i= usually wour user name,

User Mame: |Francis W, Eppes

[More Settings ...
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Next select “More Settings”.

Select the “Connection Tab” Check “Connect to my Exchange mailbox using HTTP.



Microsoft Exchange Server

| General | Advanced | Security | Conneckion | Remate Mail

Conneckion

IJse these settings when connecting ko my Exchange
server when working affline:

%) Connect using my Local Area Metwork (LAN)

) Connect using my phane line
) Connect using Inkernet Explorer's or a 3rd party dialer

Maderm

IJze the Following Dial-Up Mebwaorking conneckion:

Properties, .. Add...

Exchange over the Internet

Zonnect to my Exchange mailbox using HTTP

I Exchange Proxy Setkings. .. I

[ (] 4 ][ Zancel ][ Apply

Next click “Exchange Proxy Settings”
And enter the info just like below.



Exchange Proxy Settings _X

Microsaft Office Outlook can communicate with Microsoft Exchange Server over the
Internet by nesting Remote Procedure Calls (RPC) within HTTP packets. Select the
protocal and the identity verification method that you want o use, IF wou don't know
which options ko select, contack your Exchange Server Administrator,

Connection setktings

Idse this URL ko conneck ko my proxy server For Exchange:

htkps: ) | adminzk.fsu.edu

rutually authenticate the session when connecting wikh 550

On Fast networks, connect using HTTP First, then connect using TCP/IP

V| On slow networks, connect using HTTP First, then connect using TCPYIR

Prowy authentication settings

Idse this authentication when connecting ko my proxy server For Exchange:

Basic Authentication - |

[ o] 4 ] [ Cancel

Click ok until you have closed all windows.

2. Configuring an existing outlook profile.

If you have already setup a Profile while connected to FSU’s network you can configure
your Exchange Proxy settings without being connected to FSU’s network Select “View
or Change an existing account” **Cancel all login prompts and make the Exchange
Proxy setting changes like the picture above. Close all dialog boxes Restart outlook.



